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FCC Notice

This device complies with Part 15 of the FCC rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

NOTE: This equipment has been tested and found to comply with the limits for a Class A digital

device, pursuant to Part 15 of the FCC rules. These limits are designed to provide reasonable protection
against harmful interference when the equipment is operated in a commercial environment. This
equipment uses, generates, and can radiate radio frequency energy and if not installed in accordance
with the operator’'s manual, may cause harmful interference to radio communications. Operation of this
equipment in a residential area is likely to cause interference in which case the user will be required to
correct the interference at his own expense.

WARNING: Changes or modifications made to this device which are not expressly approved by the
party responsible for compliance could void the user’s authority to operate the equipment.

VCCI Notice

This is a Class A product based on the standard of the Voluntary Control Council for Interference by
Information Technology Equipment (VCCI). If this equipment is used in a domestic environment, radio
disturbance may arise. When such trouble occurs, the user may be required to take corrective actions.

ZO¥EY, HRABLEBSEREER FRHHER (VCCI) OXHE
CETLK Y I ZAABBRBRERTY., CORBLRERKETHMT S LEHK
HEEBIEFRITIENDVET., JOHEITIIEMAENBEY 2R EHT
BEOBERINDIENDHVET.

n

DOC Notice

This digital apparatus does not exceed the Class A limits for radio noise emissions from digital
apparatus set out in the Radio Interference Regulations of the Canadian Department of
Communications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites applicables
aux appareils numériques de la class A prescrites dans le Réglement sur le brouillage radioélectrique
édicté par le ministére des Communications du Canada.
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About This Manual

This manual provides reference information for the commands in the SmartSwitch
Router (SSR) Command Line Interface (CLI). For product information not available
in this manual, see the manuals listed in “Related Documentation” on page xvi.

Note: If you plan to use CoreWatch to configure or manage the SSR, <gerthe
Watch User’s Manuadnd the CoreWatch online help for information.

Who Should Read This Manual?

Read this manual if you are a network administrator responsible for configuring or
managing the SSR.

How to Use This Manual

The CLI commands and facilities are organized alphabetically in this manual. To
locate information about a command, go to the chapter for the command or for the
facility that contains the command. For example, to find information about the
configure  command, go to “configure Command” on page 6 - 1. To find information
about thenterface  add command, go to “interface Commands” on page 16 - 1, then
locate the description of theterface add command within that chapter.
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Related Documentation

The SSR-8 documentation set incluttes following items. Rfer to these
other documents b lean more abaut your product.

For Information About... See the...
Installing and setting uphe SSR SmartSwitch RouteGetting Stated
Guide
Managirg the SSR using CoreWatch CoreWatch User’'s Manualand the
Web-bas& managenent apli ca- CoreéWatch onlire help
tion

How to use €l (Command Line Inte  SmartSwitch RoutelUser Refeence
face) commandsto corfigure and man- Manual
age the SSR

SYSLOG messages and 8P traps ~ SmartSwitch RouteError Refeence
Manual
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CLI Parameter Types

The following table describes all the parameter types you can use with the CLI.

Data Type Descripton Example

conditional A numerical conditional expression. <1024 or >2048 or !=4096
Special symbols are used to describe a
numerical condition: > (greater than), <
(less than) and != (not equal to).

hexadecimal A hexadecimal number a7 or Oxa7

hostname Hostname of an IP host gauguin or john-pc
hostname/IP Hostname or IP address of a host nagasaki or 10.43.1.4
keyword A keyword described in the list of on or off

acceptable keywords in the online help

interface name Name of an interface or its IP address ssrl or 10.1.4.33
or IP address

interface name A list of one or more interface names ssrl or ssrl,ssr2,ssr3
list delimited by commas

IP address An IP address of the form x.x.x.x. 10.1.2.3
Some commands may explicitly require
a unicast or multicast address.

IP address/ A pair of IP address and mask values. 10.1.4.0/255.255.255.0 or
mask Depending on the command, the mask10.1.4.0/24

may be a network mask or filtering

mask. The mask can be described using

the traditional IP address syntax

(255.0.0.0) or a CIDR syntax (/8).

IP address list A list of IP addresses separated by “10.1.4.4 10.1.5.5 10.1.6.6”
spaces but enclosed in quotes.

IPX network An IPX network address in hexadeci-
address mal
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Data Type Descripton Example
IPX An IPX network and node address of alb2c3d4.0820a1:f3:38:11
networknode the form <netaddr>.<macaddr> where or aa89f383
address <netaddr> is the network address of a
host and <macaddr> is the node or
MAC address of the IPX host. For
some commands, if the node address is
not given, the node address is assumed
to be a wildcard.
IPX SAP An alphanumeric string representing a serverl

server name

valid IPX SAP server name where the
following characters are illegal: “*./
s<=>?)\|

MAC address

A MAC address specified in one of tw®8:00:50:1a:2b:c3 or
forms: XX:XX:XX:XX:XX:XX Or 080050:1a2bc3
XXXXXXXXXXXX

number An integer number 100
numerical A number or a range of numbers 5o0r 7-10
range
port A single port et.1.4orgi.2.1
port list A list of one or more ports. To specify aet.1.(3-8) or et.1.(1,3,5) or

range of ports within a module, gi.2.*

describe the range in parenthesis. You

can also specify non-consecutive ports

by using commas to separate them. The

wildcard character (*) can also be used

to specify all modules or all ports

within a module
slot number A list of one or more occupied slots in1 or 7

the SSR

SSR Command Line Interface Reference Manual
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Data Type Descripton Example

string A character string. To include spaces imbc or “abc def”
a string, specify the entire string in dou-
ble quotes (¥).

URL A Uniform Resource Locator. The type tftp://10.1.4.5/test/abc.txt
of URL depends on the command rcp://dave @ssr/test/abc.txt
where the URL is used. Currently, two
URLs are supported:

TFTP:tftp://host/pathname
RCP:rcp://username@host/pathname

SSR Command Line Interface Reference Manual XiX
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Chapter 1

Chapter 1 acl Commands

The acl commands allow you to create ACLs (Access Control Lists) and apply them

to IP and IPX interfaces on the SSR. An ACL permits or denies switching of packets
based on criteria such as the packet’s source address and destination address, TCP or
UDP port number, and so on. When you apply an ACL to an interface, you can specify
whether the ACL affects incoming traffic or outgoing traffic. You also can enable a log

of the ACL's use.

Command Summary

Table 1 lists the acl commands. The sections following the table describe the command
syntax.

Table 1: acl commands

acl <name>apply interface <InterfaceName>  input|output
[logging [on|off]]

acl <name>apply service <ServiceName> [ logging [on|off]]
acl <name>permit|/deny icmp <SrcAddr/Mask> <DstAddr/Mask>
acl <name>permit|deny igmp <SrcAddr/Mask> <DstIP/mask>
acl <name> permit|deny ip <SrcAddr/Mask> <DstAddr/Mask>
<SrcPort> <DstPort> <tos>

acl <name>permit|deny ipX  <SrcAddr> <DstAddr> <SrcSocket>
<DstSocket>

acl <name>permit|deny ipxrip <FromNetwork> <ToNetwork>
acl <name>permit|deny ipxsap <ServerAddr> <ServiceType>
<ServiceName>

acl <name>permit|deny tcp <SrcAddr/Mask> <DstAddr/Mask>

<SrcPort> <DstPort> <tos>

acl <name>permit|deny udp <SrcAddr/Mask> <DstAddr/Mask>
<SrcPort> <DstPort> <tos>
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acl apply interface

Purpose

Format

Mode

Description

Parameters

Apply an ACL to an interface.

acl <name>apply interface <InterfaceName>  input|ouput
[logging [on|off]]

Configure

Theacl apply interface  commandapplies a previously defined ACL to an
interface. When you apply an ACL to an ingaxé, you implicitly enable access control
on that interface. You can apply an ACL to filter out inbound traffic, outbound traffic,
or both inbound and outbound traffic. Inbound traffic is packets coming into the
interface while outbound traffic is packets going out of that interface.

When you apply an ACL, you also can enable ACL Logging by usinigdbiag

keyword. When you enable ACL Logging on an interface, the SSR displays ACL
Logging messages on the console. The ACL log provides information such as the
interface name, the ACL name, whether the packet is forwarded or not, and the internal
details of the packet.

<name> Name of the ACL. The ACL must already be defined. To de-
fine an ACL, use one of the commands described in the pre-
vious sections in this chapter.

<InterfaceName> Name of the interface to which you are applying the ACL.
input Applies the ACL to filter out inbound traffic.

output Applies the ACL to filter out outbound traffic.

logging [on|off] Enables or disables ACL logging for this interface. You can

specify one of the following keywords:
- off — Disables logging.
» on — Enables logging.

SSR Command Line Interface Reference Manual
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Restrictions

You can apply only one ACL of each type (IP or IPX) to an interface at one time. For
example, although you can define two ACLs, “ipacl1” and “ipacl2”, you cannot apply
them both to the same interface.

You can apply IP ACLs only to IP interfaces. Likewise, you can apply IPX ACLs only
to IPX interfaces.

Examples
Here are some examples of ACL command for applying ACLSs to interfaces.
ssr(config)# acl 100 apply interface ssr4 input
Applies ACL “100" to interfacessr4to filter out inbound traffic.

ssr(config)# acl nonfs apply interface ssr16 output logging on

Applies ACL “nonfs” to interfacesrl6to filter out outbound traffic and enable
logging.

SSR Command Line Interface Reference Manual 1-3
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acl apply service

Purpose

Format

Mode

Description

Parameters

Apply an ACL to a service on the SSR.

acl <name>apply service <ServiceName> [logging [on|off]]

Configure

Theacl apply service commandapplies a previously defined ACL to a service
provided by the SSR. A service is typically a server or agent running on the SSR, for
example, a Telnet server or SNMP agent. By applying an ACL to a service, you can
control which host can access individual services on the SSR. This type of ACL is
known as a Service ACL. It does not control packets ghirmughthe SSR. It only
controls packets that adestinedor the SSR, specifically, one of the services
provided by the SSR. As a result, a Service ACL, by definition, is applied only to
check for inbound traffic to the SSR. In addition, if a Service ACL is defined with
destination address and port information, that information is ignored. The
destination host of a Service ACL is by definition the SSR. The destination port is
the well-known port of the service.

When you apply an ACL, you also can enable ACL Logging by usingdbiag

keyword. When you enable ACL Logging on an interface, the SSR displays ACL
Logging messages on the console. The ACL log provides information such as the
interface name, the ACL name, whether the packet is forwarded or not, and the internal
details of the packet.

<name> Name of the Service ACL. The ACL must already be defined.
To define an ACL, use one of the commands described in the
previous sections in this chapter.

<ServiceName> Name of the service on the SSR to which you are applying the
ACL. Currently, the following services are supported:

« http — HTTP web server
« snmp — SNMP agent
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« telnet — Telnet server
o tftp — TFTP server
logging [on|off] Enables or disables ACL logging for this interface. You can

specify one of the following keywords:
- off — Disables logging.
- on — Enables logging.

Restrictions

You can apply only one ACL of each type (IP or IPX) to a service at one time. For
example, although you can define two ACLs, “ipacl1” and “ipacl2”, you cannot apply
them both to the same service.

Examples
Here are some examples of ACL commands for applying ACLs to services.

ssr(config)# acl 100 permit udp 10.4.3.33
ssr(config)# acl 100 apply service snmp

The above commands permit access to the SNMP agent only from the host
10.4.3.33 (presumably an SNMP management station).

ssr(config)# acl 120 permit tcp 10.4.7.0/24 <1024
ssr(config)# acl 120 apply service telnet logging on

The above commands permit access to the Telnet server from hosts on the subnet
10.4.7.0/24 with a privileged source port. In addition, with logging enabled, all
incoming Telnet accesses are logged to the console.

ssr(config)# acl 140 permit ip 10.12.4.0/24 any 10.12.7.44 any
ssr(config)# acl 120 apply service http

The above commands permit access to the HTTP web server from subnet
10.12.4.0/24. Notice that even though the destination address and port are
specified for this ACL 10.12.7.44andany port), they are ignored. This service
ACL will match only packets destined for the SSR itself and the well-known port
of the service (port 80 for HTTP).
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acl permit|deny icmp

Purpose

Format

Mode

Description

Parameters

Restrictions

Create an ICMP ACL.

acl <name>permit|deny icmp <SrcAddr/Mask> <DstAddr/Mask>

Configure

Theacl permit icmp andacl deny icmp commands define an ACL to allow or

block ICMP traffic from entering or leaving the SSR. For each of the values describing
a flow, you can use the keywaady to specify avildcard (“don’t care”) condition. If

you do not specify a value for a field, the SSR applies a wildcard condition to the field,
giving the same effect as if you specify tgy keyword.

<name> Name of this ACL. You can use a string of characters or a
number.
<SrcAddr/Mask> The source address and the filtering mask of this flow. If the

source address is a network or subnet address, you must sup-
ply the filtering mask. Generally, the filtering mask is the net-
work mask of this network or subnet. If the source address is
that of a host then no mask is required. By default, if a mask
is not supplied, the source address is treated as that of a host.
You can specify the mask using the traditional IP address for-
mat (“255.255.0.0") or the CIDR format (“/16").

<DstAddr/Mask> The destination address and the filtering mask of this flow.
The same requirements and restrictions for
<SrcAddr/Mask> apply to<DstAddr/Mask>

When you apply an ACL to an interface, the SSR appenuosgicit deny ruleto that
ACL. The implicit deny rule deniesll traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewjicitly define a rule
to permit all traffic.
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Examples
Here are some examples of ACL commands for permitting and denying ICMP traffic

flows.

ssr(config)# acl 310 deny icmp 10.24.5.0/24 any
Creates an ACL to deny ICMP traffic from the subnet 10.24.5.0 (with a 24 bit
netmask) to any destination.

ssr(config)# acl 312 permit icmp 10.12.28.44 10.43.21.0/24

Creates an ACL to permit ICMP traffic from the host 10.12.28.44 to subnet
10.43.21.0.
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acl permit|deny igmp

Purpose

Format

Mode

Description

Restrictions

Create an IGMP ACL.

acl < name>permit|deny igmp <SrcAddr/Mask> <DstAddr/Mask>

Configure

Theacl permit igmp andacl deny igmp commands define an ACL to allow or

block IGMP traffic from entering or leaving the SSR. For each of the values describing
a flow, you can use the keywaady to specify avildcard (“don’t care”) condition. If

you do not specify a value for a field, the SSR applies a wildcard condition to the field,
giving the same effect as if you specify tgy keyword.

<name> Name of this ACL. You can use a string of characters or a
number.
<SrcAddr/Mask> The source address and the filtering mask of this flow. If the

source address is a network or subnet address, you must sup-
ply the filtering mask. Generally, the filtering mask is the net-
work mask of this network or subnet. If the source address is
that of a host then no mask is required. By default, if a mask
is not supplied, the source address is treated as that of a host.
You can specify the mask using the traditional IP address for-
mat (“255.255.0.0") or the CIDR format (“/16").

<DstAddr/Mask> The destination address and the filtering mask of this flow. The same
requirements and restrictions feSrcAddr/Mask> apply to
<DstAddr/Mask>

When you apply an ACL to an interface, the SSR appenuosgicit deny ruleto that
ACL. The implicit deny rule deniesll traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewjicitly define a rule
to permit all traffic.
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Examples
Here are some examples of ACL commands for permitting and denying IGMP traffic

flows.
ssr(config)# acl 410 deny igmp 10.1.5.0/24 any

Creates an ACL to deny IGMP traffic from the subnet 10.1.5.0 (with a 24 bit
netmask) to any destination.

ssr(config)# acl 714 permit igmp 10.33.34.44 10.11.21.0/24
Creates an ACL to permit IGMP traffic from the host 10.33.34.44 to subnet
10.11.21.0.
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acl permit|deny ip

Purpose
Create an IP ACL.

Format

acl < name>permit|deny ip <SrcAddr/Mask> <DstAddr/Mask>
<SrcPort> <DstPort> <tos>

Mode

Configure

Description

Theacl permit ip andacl deny ip commands define an Access Control List to
allow or block IP traffic from entering or leaving the router. Unlike the more specific
variants of the acl commands fop andudp, theip version of the command includes
IP-based protocols suchiap , udp, icmp andigmp . For each of the values

describing a flow, you can use the keyward to specify avildcard (“don’t care”)
condition. If you do not specify a value for a field, the SSR assumes that the value is a
wildcard (as if you had specified thay keyword).

Parameters

<name> Name of this ACL. You can use a string of characters or a
number.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the
source address is a network or subnet address, you must sup-
ply the filtering mask. Generally, the filtering mask is the net-
work mask of this network or subnet. If the source address is
that of a host then no mask is required. By default, if a mask
is not supplied, the source address is treated as that of a host.
You can specify the mask using the traditional IP address for-
mat (“255.255.0.0") or the CIDR format (“/16").

<DstAddr/Mask> The destination address and the filtering mask of this flow.
The same requirements and restrictions for
<SrcAddr/Mask> apply to<DstAddr/Mask>

<SrcPort> For TCP or UDP, the number of the source TCP or UDP port.
This field applies only to TCP or UDP traffic. If the incoming
packet is ICMP or another non-TCP or non-UDP packet and
you specified a source or destination port, the SSR does not
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check the port value. The SSR checks only the source and
destination IP addresses in the packet.

You can specify a range of port numbers using operator sym-
bols; for example, 10-20 (between 10 and 20 inclusive),
>1024 (greater than 1024), <1024 (less than 1024), 1=1024
(not equal to 1024). The port numbers of some popular ser-
vices are already defined as keywords. For example, for Tel-
net, you can enter the port number 23 as well as the keyword
telnet

<DstPort> For TCP or UDP, the number of the destination TCP or UDP port.
This field applies only to incoming TCP or UDP traffic. The same
requirements and restrictions fe6rcPort> apply to<Dst-
Port> .

<tos> IP TOS (Type of Service) value. You can specify a TOS from 0 — 15.

Restrictions

When you apply an ACL to an interface, the SSR appenitsgicit deny ruleto that
ACL. The implicit deny rule denieall traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewxgtcitly define a rule
to permit all traffic.

Examples

Here are some examples of ACL commands for permitting and denying IP traffic
flows.

ssr(config)# acl 100 permit ip 10.1.0.0/16 any
Creates an ACL to permit IP traffic from the subnet 10.1.0.0 (with a 16 bit
netmask) to any destination.

ssr(config)# acl 120 deny ip any any 1-1024 any

Creates an ACL to deny any incoming TCP or UDP traffic coming from a
privileged port (less than 1024). If the incoming traffic is not TCP or UDP, then
the SSR check only the source and destination addresses, not the port number.
Therefore, this ACL will deny all non-TCP and non-UDP traffic.

ssr(config)# acl 130 permit ip 10.23.4.8 10.2.3.0/24

Creates an ACL to permit Telnet traffic (port 23) from the host 10.23.4.8 to the
subnet 10.2.3.0.
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ssr(config)# acl allip permit ip

Creates an ACL to permit all IP traffic. Since none of the ACL fields are specified,
they are all assumed to be wildcards. The above command is equivalent to the
following command:

ssr(config)# acl allip permit ip any any any any any
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acl permit|deny ipx

Purpose
Create an IPX ACL.
Format
acl <name>permit|deny ipx <SrcAddr> <DstAddr> <SrcSocket>
<DstSocket>
Mode
Configure
Description
Theacl permit ipx andacl deny ipx commands define an ACL to allow or block
IPX traffic from entering or leaving the SSR.
Parameters
<name> Name of this ACL. You can use a string of characters or a
number.
<SrcAddr> The source IPX address imetwork> . <node> format,

where<network> is the network address ardode> is the
MAC address. The SSR will interpret this number in hexa-
decimal format. You do not need to use a “0x” prefix. You
can use the keywoethy to specify a wildcard (“don’t care”)
condition.

<SrcSocket> Source IPX socket. The SSR will interpret this number in
hexadecimal format. You do not need to use a “0x” prefix.
You can use the keywoeahy to specify a wildcard (“don’t
care”) condition.

<DstAddr> The destination IPX address<network> . <node> format.
The syntax for the destination address is the same as the syn-
tax for the source addresSrcAddr> . The SSR will interpret
this number in hexadecimal format. You do not need to use a
“Ox” prefix. You can use the keywoethy to specify a wild-
card (“don’t care”) condition.

<DstSocket> Destination IPX socket. The SSR will interpret this number in
hexadecimal format. You do not need to use a “0x” prefix.
You can use the keywoeahy to specify a wildcard (“don’t
care”) condition.
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Restrictions

Examples

<SrcNetmask>

<DstNetmask>

Source network mask. This field specifies a group of net-
works for which the ACL applies. This mask field is ANDed
with the network portion okSrcAddr> and the source net-
work of the incoming packets to determine a hit. The SSR
will interpret this number in hexadecimal format. You do not
need to use a “0x” prefix.

This is an optional argument and if you omit the argument,
the SSR uses the hexadecimal value FFFFFFFF.

Destination network mask. This field specifies a group of net-
works for which the ACL applies. This mask field is ANDed
with the network portion ofDstAddr> and the destination
network of the incoming packets to determine a hit. The SSR
will interpret this number in hexadecimal format. You do not
need to use a “0x” prefix.

This is an optional argument and if you omit the argument,
the SSR uses the hexadecimal value FFFFFFFF.

When you apply an ACL to an interface, the SSR appenitsgicit deny ruleto that
ACL. The implicit deny rule denieall traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewxtcitly define a rule
to permit all traffic.

Here are some examples of ACL commands for permitting and denying IPX traffic
flows.

ssr(config)# acl 100 permit ipx AAAAAAAA.01:20:0A:F3:24:6D any any any

Creates an ACL to permit IPX traffic from the host with IPX address
AAAAAAAA.01:20:0A:F3:24:6D, any socket, to any other IPX address
(network.node), any socket.

ssr(config)# acl 200 deny ipx F6D5E4.01:20:0A:F3:24:6D 451 any any

Creates an ACL to deny IPX traffic from the host with IPX address
F6D5E4.01:20:0A:F3:24:6D, with socket address 451, to any other IPX address
(network.node), any socket.
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acl permit|deny ipxrip

Purpose
Create an IPX RIP (Route Information Protocol) ACL.

Format

acl < name>permit|deny ipxrip <FromNetwork> <ToNetwork>

Mode

Configure

Description

Theacl permit ipxrip andacl deny ipxrip commands define an ACL to allow
or block IPX RIP traffic from entering or leaving the SSR.

Parameters

<name> Name of this ACL. You can use a string of characters or a
number.

<FromNetwork> The “from” IPX network address. You can use &éhg key-
word to specify a wildcard condition. If you us®/, the SSR
uses the value 0 ferFromNetwork > and FFFFFFFF for
<ToNetwork >.

<ToNetwork> The “to” IPX network address. This is an optional parameter.
If you omit this parameter, the value that the SSR assumes de-
pends on whether you specifieay for <FromNetwork >.

« If you omit the<ToNetwork > value and you used the
valueany for <FromNetwork >, the SSR sets the
<ToNetwork > to FFFFFFFF.

« If you If you omit the<ToNetwork > value but did not
used the valuany for <FromNetwork >, the SSR sets
<ToNetwork > to the same value you specified for
<FromNetwork >.

Restrictions

When you apply an ACL to an interface, the SSR appenosgicit deny ruleto that
ACL. The implicit deny rule deniesll traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewjicitly define a rule
to permit all traffic.

SSR Command Line Interface Reference Manual 1-15



Chapter 1: acl Commands

Examples
Here is an example of an ACL command for permitting IPX RIP traffic.
ssr(config)# acl 100 permit ipxrip AA0O00001 AAFFFFFF

Creates an ACL to permit IPX RIP traffic from networks AAO000O01 to
AAFFFFFF.
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acl permit|deny ipxsap

Purpose

Format

Mode

Description

Parameters

Restrictions

Create an IPX SAP (Service Advertisement Protocol) ACL.

acl <name>permit|deny ipxsap <ServerAddr> <ServiceType>
<ServiceName>

Configure

Theacl permit ipxsap andacl deny ipxsap commands define an ACL to allow
or block IPX SAP traffic from entering or leaving the SSR.

<name> Name of this ACL. You can use a string of characters or a
number.
<ServerAddr> The SAP server’s IPX address<network> . <node> for-

mat, where<network> is the network address ardode>
is the MAC address. You can use the keywvemyl to specify
a wildcard (“don’t care”) condition.

<ServiceType> The SAP service type. Express the service type in hexadeci-
mal. You do not need to use a “0x” prefix. You can use the
keywordany to specify a wildcard (“don’t care”) condition.

<ServiceName> The SAP service name. This is an optional argument and if
you omit the argument, the SSR applies a wildcard condition
to the field.

When you apply an ACL to an interface, the SSR appenitsgicit deny ruleto that
ACL. The implicit deny rule denieall traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewxgtcitly define a rule
to permit all traffic.
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Examples

Here are some examples of acl commands for permitting and denying IPX SAP traffic
flows.

ssr(config)# acl 100 permit ipxsap F6D5E4.01:20:0A:F3:24:5D 0004 FILESERVER

Creates a SAP ACL to permit SAP information related to the server
“FILESERVER” whose IPX address is FED5E4.01:20:0A:F3:24:5D.

ssr(config)# acl 200 deny ipxsap F6D5E4.01:20:0A:F3:24:5C 0009 ARCHIVESERVER

Creates a SAP ACL to deny SAP information related to the server
“ARCHIVESERVER” whose IPX address is FED5E4.01:20:0A:F3:24:5C.
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acl permit|deny tcp

Purpose

Format

Mode

Description

Parameters

Create a TCP ACL.

acl <name>permit|deny tcp <SrcAddr/Mask> <DstAddr/Mask>
<SrcPort> <DstPort> <tos>

Configure

Theacl permit tcp andacl deny tcp commands define an ACL to allow or block
TCP traffic from entering or leaving the SSR. For each of the values describing a flow,
you can use the keywouatty to specify avildcard (“don’t care”) condition. If you do

not specify a value for a field, the SSR applies a wildcard condition to the field, giving
the same effect as if you specify they keyword.

<name> Name of this ACL. You can use a string of characters or a
number.
<SrcAddr/Mask> The source address and the filtering mask of this flow. If the

source address is a network or subnet address, you must sup-
ply the filtering mask. Generally, the filtering mask is the net-
work mask of this network or subnet. If the source address is
that of a host then no mask is required. By default, if a mask
is not supplied, the source address is treated as that of a host.
You can specify the mask using the traditional IP address for-
mat (“255.255.0.0") or the CIDR format (“/16").

<DstAddr/Mask> The destination address and the filtering mask of this flow.
The same requirements and restrictions for
<SrcAddr/Mask> apply to<DstAddr/Mask>

<SrcPort> For TCP or UDP, the number of the source TCP or UDP port.
This field applies only to incoming TCP or UDP traffi¢ou
can specify a range of port numbers using operator symbols;
for example, 10-20 (between 10 and 20 inclusive), >1024
(greater than 1024), <1024 (less than 1024), !1=1024 (not
equal to 1024). The port numbers of some popular services
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Restrictions

Examples

are already defined as keywords. For example, for Telnet, you
can enter the port number 23 as well as the keytebret

<DstPort> For TCP or UDP, the number of the destination TCP or UDP
port. This field applies only to incoming TCP or UDP traffic.
The same requirements and restrictions&rtPort> apply
to <DstPort> .

<tos> IP TOS (Type of Service) value. You can specify a TOS from
0-15.

When you apply an ACL to an interface, the SSR appenosgicit deny ruleto that
ACL. The implicit deny rule deniesll traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewjtcitly define a rule
to permit all traffic.

Here are some examples of ACL commands for permitting and denying TCP traffic
flows.

ssr(config)# acl 100 permit tcp 10.21.33.0/255.255.255.0 any

Creates an ACL to permit TCP traffic from the subnet 10.21.33.0 (with a 24 bit
netmask) to any destination.

ssr(config)# acl noweb deny tcp any any http any

Creates an ACL to deny any incoming HTTP traffic.
ssr(config)# acl ftp100 permit tcp 10.31.34.0/24 10.31.60.0/24
20-21 any

Creates an ACL to permit FTP traffic (both command and data ports) from subnet
10.31.34.0 to 10.31.60.0.
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acl permit|deny udp

Purpose

Format

Mode

Description

Parameters

Create a UDP ACL.

acl <name>permit|deny udp <SrcAddr/Mask> <DstAddr/Mask>
<SrcPort> <DstPort> <tos>

Configure

Theacl permit udp andacl deny udp commands define an ACL to allow or block
UDP traffic from entering or leaving the SSR. For each of the values describing a flow,
you can use the keywouatty to specify avildcard (“don’t care”) condition. If you do

not specify a value for a field, the SSR applies a wildcard condition to the field, giving
the same effect as if you specify they keyword.

<name> Name of this ACL. You can use a string of characters or a
number.
<SrcAddr/Mask> The source address and the filtering mask of this flow. If the

source address is a network or subnet address, you must sup-
ply the filtering mask. Generally, the filtering mask is the net-
work mask of this network or subnet. If the source address is
that of a host then no mask is required. By default, if a mask
is not supplied, the source address is treated as that of a host.
You can specify the mask using the traditional IP address for-
mat (“255.255.0.0") or the CIDR format (“/16").

<DstAddr/Mask> The destination address and the filtering mask of this flow.
The same requirements and restrictions for
<SrcAddr/Mask> apply to<DstAddr/Mask>

<SrcPort> For TCP or UDP, the number of the source TCP or UDP port.
This field applies only to incoming TCP or UDP traffi¢ou
can specify a range of port numbers using operator symbols;
for example, 10-20 (between 10 and 20 inclusive), >1024
(greater than 1024), <1024 (les than 1024), 1=1024 (not equal
to 1024). The port numbers of some popular services are al-
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Restrictions

Examples

ready defined as keywords. For example, for Telnet, you can
enter the port number 23 as well as the keywalnet

<DstPort> For TCP or UDP, the number of the destination TCP or UDP
port. This field applies only to incoming TCP or UDP traffic.
The same requirements and restrictionsfrPort> apply
to <DstPort> .

<tos> IP TOS (Type of Service) value. You can specify a TOS from
0-15.

When you apply an ACL to an interface, the SSR appenosgicit deny ruleto that
ACL. The implicit deny rule deniesll traffic. If you intend to allow all traffic that
doesn’t match your specified ACL rules to go through, you ewjtcitly define a rule
to permit all traffic.

Here are some examples of ACL commands for permitting and denying UDP traffic
flows.

ssr(config)# acl 100 permit udp 10.1.3.0/24 any

Creates an ACL to permit UDP traffic from the subnet 10.1.3.0 (with a 24 bit
netmask) to any destination.

ssr(config)# acl notftp deny udp any any tftp any

Creates an ACL to deny any incoming TFTP traffic.
ssr(config)# acl udpnfs permit udp 10.12.0.0/16 10.7.0.0/16 any
nfs

Creates an ACL to permit UDP based NFS traffic from subnet 10.12.0.0 to subnet
10.7.0.0.
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Chapter 2 acl-edit Commands

The acl-edit command activates the ACL Editor mode. The ACL Editor provides the
administrator a more user-friendly interface for maintaining and manipulating rules in
an ACL. Using the editor, the user can add, delete or re-order ACL rules. In addition,
if the modified ACL is currently applied to an interface, the ACL is automatically “re-
applied” to the interface and takes effect immediately. To edit an ACL, one must enter
the acl-edit command from Configuration mode. The command must also specify the
name of the ACL one wants to edit. Only one ACL can be edited at one time.

Command Summary

Table 2 lists the commands available with the ACL Editor. The sections following the
table describe the command syntax.

Table 2: acl-edit commands

acl-edit < aclname>

acl < name>permit|deny ...
delete < rule#>

exit

move < rule#> after  <rule#>
save

show
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acl-edit

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Enter ACL Editor to edit the specified ACL.

acl-edit < aclname>

Configure

Theacl -edit commandenters the ACL Editor to edit an ACL specified by the user.
Once inside the ACL editor, the user can then add, delete or re-order ACL rules for
that ACL. If the ACL happens to be applied to an interface, changes made to that
ACL will automatically take effect when the changes are committed to the running
system.

<aclname> Name of the ACL to edit.

Inside the ACL Editor, you can only add rules for the ACL you specified in the acl-edit
command. You cannot add rules for other ACLs. Basically, each ACL editing session
works only on one ACL at a time. For example, if you start adfkedit 11Q you

cannot add rules for ACL21

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
ssr(acl-edit)> ?

acl - Configure L3 Access Control List
delete - Delete an ACL rule
exit - Exit current mode
move - Move an ACL rule
save - Save changes made to this ACL
show - Show contents of this ACL

Edit the ACL111
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acl permit|deny

Purpose

Format

Mode

Description

Restrictions

Examples

Create an ACL rule to permit or deny traffic.

acl <name>permit|deny

ACL Editor

Theacl permitjdeny commands are equivalent to the same commands in the
Configuration mode. You can use these commands to create rules for the ACL that
you are editing. Just like the acl commands in Configuration mode, new rules are
appended to the end of the rules. You can usenthee command to re-order the

rules.

You can only add rules for the ACL you specified in the acl-edit command. You cannot
add rules for other ACLs. For example, if you start waithedit 110 you cannot add
rules for ACL121

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
ssr(acl-edit)> acl 111 deny udp

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*:acl 111 deny udp

ssr(acl-edit)>

The above example adds a new rule (deny all UDP traffic) to theJACL
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delete

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Deletes a rule from an ACL.

delete < rule#>

ACL Editor

Thedelete commands allows the administrator to delete a specific rule from an ACL.
When in the ACL Editor, each rule is displayed with its rule number. One can delete a
specific rule from an ACL by specifying its rule number with the delete command.

<rule#> Number of the ACL rule to delete.

None

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*:acl 111 deny udp

ssr(acl-edit)> delete 2

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 deny udp

ssr(acl-edit)>

Delete ACL rule number 2 from the ACL.
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exit

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Exit ACL Editor.

exit

ACL Editor

Theexit command allows the user to exit the ACL Editor. Before exiting, if changes
are made to this ACL, the system will prompt the user to see if the changes should be
committed to the running system or discarded. If the user commits the changes then
changes made to this ACL will take effect immediately. If the ACL is applied to an
interface, the ACL is automatically re-applied to the interface. Packets going through
this interface will be matched against the new rules in this ACL. If the user chooses not
to commit the changes, the changes will be discarded. The next time the user edits this
ACL, changes from the previous edit session will be lost.

None

None

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*:acl 111 deny udp

ssr(acl-edit)> delete 2

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 deny udp

ssr(acl-edit)> exit

msr(config)# acl 410 deny igmp 10.1.5.0/24 any

Creates an ACL to deny IGMP traffic from the subnet 10.1.5.0 (with a 24 bit
netmask) to any destination.
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move

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Re-order ACL rules by moving a rule to another position.

move < src - rule#>  after <dst-rule#>

ACL Editor

Themove command provides the user with the ability to re-order rules within an ACL.
When new rules are entered in the ACL Editor, they are appended to the end of the
rules. One can move these rules to the desired location by using the move command.
The move command can also be used on existing ACL rules created in Configuration
mode instead of the ACL Editor.

<src-rule#> Rule number of the rule you want to move.

<dst-rule#> Rule number of the rule after which you want the source rule
to move to.

None

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*:acl 111 permit udp 10.1.17.0/24 10.1.22.0/24 2000-2002 any
4*: acl 111 permit udp 10.1.18.0/24 10.1.34.0/24 2003-2005 any
ssr(acl-edit)> move 2 after 4

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit udp 10.1.17.0/24 10.1.22.0/24 2000-2002 any
3*:acl 111 permit udp 10.1.18.0/24 10.1.34.0/24 2003-2005 any
4*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
ssr(acl-edit)>

Move rule #2 to the end of the list.
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save

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Save any changes made by the ACL Editor.

save

ACL Editor

Thesave command saves any non-committed changes made by the ACL Editor. If
changes are made to this ACL, the changes will be saved and will take effect
immediately. If the ACL is applied to an interface, the ACL is automatically re-applied
to the interface. Packets going through this interface will be matched against the new
rules in this ACL. Thesavecommand also contains an implicit exit command.
Regardless of whether changes were made by the ACL Editor or not, upon completion
of thesavecomand, the user exits the ACL Editor and returns to Configuration mode.
Consequently, one should issue $agecommand after all the changes are made.

None

None

ssr(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*:acl 111 deny udp

ssr(acl-edit)> delete 2

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 deny udp

ssr(acl-edit)> save

msr(config)#

Saves and commits the changes made by the ACL Editor.
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show
Purpose
Displays the contents of the ACL in the current editing session.
Format
show
Mode
ACL Editor
Description
Theshow command displays the contents of the ACL currently being edited.
Parameters

None

Restrictions
None

Examples

ssr(acl-edit)# show
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*:acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any

Displays contents of the ACL currently being edited.
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Chapter 3 aging Commands

The aging commands control aging of learned MAC address entries in the SSR’s L2
lookup tables. Using the aging commands, you can show L2 aging information, disable
L2 aging on specific ports, and set the aging time on specific ports.

Command Summary

Table 3 lists the L2 aging commands. The sections following the table describe the
command syntax.

Table 3: aging commands

aging 12 disable <port-list> |all-ports
aging 12 set aging-timeout <seconds> port
<port-list> |all-ports

aging 12 show status
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aging 12 disable

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Disable aging of MAC addresses.

aging 12 disable <port-list> |all-ports

Configure

By default, the SSR ages learned MAC addresses in the L2 lookup tables. Each port
has its own L2 lookup table. When a learned entry ages out, the SSR removes the aged
out entry. You can disable this behavior by disabling aging on all ports or on specific
ports.

<port-list> |all-ports
The port(s) on which you want to disable aging. You can
specify a single port or a comma-separated list of ports. If
you use thell-ports keyword, aging is disabled on all
ports.

Unknown.

Here are some examples of aging commands that disable aging on SSR ports.
ssr(config)# aging 12 disable et.1.3

Disables aging on slot 1, port 3.

ssr(config)# aging 12 disable et.4.2,et.(1-3).(4,6-8)
Disables aging on slot 4, port 2, and slots 1 through 3, ports 4, 6, 7, and 8.

ssr(config)# aging 12 disable all-ports
Disables aging on all ports.
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aging 12 set aging-timeout

Purpose
Set the aging time for learned MAC entries.
Format
aging 12 set <port-list> |all-ports aging-timeout <seconds>
Mode
Configure
Description
Theaging |12 set aging-timeout command sets the aging time for learned MAC
entries. When the aging time expires for a MAC address, the SSR removes the MAC
address from the specified port(s). The aging time is specified in seconds.
Parameters

<port-list> |all-ports
The port(s) on which you want to set the aging time. You can specify
a single port or a comma-separated list of ports. If you usslthe
ports keyword, the aging time is set on all ports.

<seconds> The number of seconds the SSR allows a learned MAC address to
remain in the L2 lookup table (for the specified port). You can spec-
ify from 15 to 1000000 seconds. The default is 300 seconds.
Restrictions
None.

Example

Here is an example of an aging command to set the aging time to 15 seconds on all
ports.

ssr(config)# aging 12 set all-ports aging-timeout 15

Sets L2 aging to 15 seconds on all ports.
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aging 12 show status

Purpose
Show the L2 aging status for SSR ports.

Format
aging 12 show status

Mode
User

Description
Theaging 12 show status command shows whether L2 aging is enabled or
disabled on SSR ports. For ports on which L2 aging is enabled, this command also
shows the aging time.

Parameters

None.

Restrictions
None.
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Chapter 4 arp Commands

The arp commands enable you to add, display, and clear ARP entries on the SSR.

Command Summary

Table 4 lists the arp commands. The sections following the table describe the command
syntax.

Table 4: arp commands

arpadd <host> mac-addr <MAC-addr> exit-port <port>
keep-time  <seconds>

arpclear  <host> |all

arp show <I/Paddr> |all
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arp add

Purpose
Add an ARP entry.

Format

arpadd < host > mac-addr <MAC-ADDR>exit-port <port>
keep-time <seconds>

Mode

Enable and Configure

Description

Thearp add command lets you manually add ARP entries to the ARP table.

Typically, the SSR creates ARP entries dynamically. Usingrheadd command,

you can create an ARP entry to last a specific amount of time or as a permanent ARP
entry. This command exists in both Enable and Configure mode with a slight variation.
Thekeep-time  option is valid only in Enable mode. Theep-time option allows

you to create an ARP entry to last a specific amount of time. The Configure mode
version of thearp add command does not use tkeep-time option. ARP entries
created in the Configure mode are permanent ARP entries and they do not have an
expiration time.

Parameters
<host> Hostname or IP address of this ARP entry.
mac-addr <MAC-addr> MAC address of the host.

exit-port <port> The port for which you are adding the entry. Specify
the port to which the host is connected.

keep-time <seconds> The number of seconds this ARP entry should remain
in the ARP table. A value of 0 means this is a perma-
nent ARP entry.

Note: This option is valid only for the Enable
modearp add command.
Restrictions

If you enter thearp add command while in the Configure mode, you can add only
permanent ARP entries.
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Examples
Here are some examplesapp add commands.

ssr#arpadd10.8.1.2mac-addr08:00:20:a2:f3:49exit-portet.4.7
keep-time 15

Creates an ARP entry for the IP address 10.8.1.2 at port et.4.7 for 15 seconds.

ssr(config)# arp add nfs2 mac-addr 080020:13a09f exit-portet.3.1
Creates a permanent ARP entry for the inés2at port et.3.1.
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arp clear

Purpose
Format
Mode

Description

Parameters

Examples

Remove an ARP entry from the ARP table.

arp clear < host >|all

Enable

Thearp clear command lets you manually remove entries from the ARP table. The
command can remove both dynamic and permanent entries.

<host> Hostname or IP address of the ARP entry to remove.

all Remove all ARP entries, thus clearing the entire ARP table.

Here are some examplesanp clear commands.
ssri arp clear 10.8.1.2
Removes the ARP entry for the host 10.8.1.2 from the ARP table.

ssr#t arp clear all

Clears the entire ARP table.

If the Startup configuration file contaiagp add commands, the Control Module re-
adds the ARP entries even if you have cleared them usiagpthgear command.
To permanently remove an ARP entry, useriggate command ono command to
remove the entry. Here is an example ofrtheeommand:

ssr(config)# no arp add nfs2 macaddr 080020:13a09f exit-portet.3.1

Removes the ARP entry for “nfs2”.
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arp show all
Purpose

Display the ARP table.
Format

arp show  <I/Paddr> |all

Mode
Enable
Description
Thearp show command displays the entire ARP table.
Parameters
<host> Shows the ARP entry for the specified IP address.
all Shows all entries in the ARP table.
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Chapter 5 cli Commands

The cli commands allows you to change the behavior of the CLI in terms of command
completion and command history recall.

Command Summary

Table 5 lists the cli commands. The sections following the table describe the command
syntax.

Table 5: cli commands

cli set command completion  on|off

cli set history  size <num>defaultjmaxsize
cli set terminal rows <num>columns  <num>
cli show history

cli show terminal
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cli set command completion

Purpose

Format

Mode

Description

Parameters

Restrictions

Turn on or off command completion support.

cli set command completion on|off

User and Configure

Theclisetcommand completion command lets you enable or disable command
completion support. Thisommand works in both user and Configure mode. When
executed in Configure mode, it turns on or off command completion support for the
entire system. When executed in user mode, the command effects only the current
login session of the user issuing that command.

on Turn on command completion

off Turn off command completion

None
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cli set history

Purpose
Modify command history recall characteristics.
Format
cli set history size <num>|defaultmaxsize
Mode
User and Configure
Description
Thecli set history command lets you to set the size of the command history
buffer. Each command stored in this buffer can be recalled without having the user type
in the same, complete command again. By setting the size of this history buffer, one
tells the router how many of the most recently executed commands should be stored.
When the buffer is full, the oldest command is pushed out to make space for the newest
command. Theli set history command works in both user and Configure mode.
When executed in Configure mode, it sets the history size of the entire system. When
executed in user mode, the command effects only the current login session of the user
issuing that command.
Parameters
size A number specifying how many of the most recently
executed commands should be kept. To disable history
support, specify a size of 0. Thzeoption can also
take the following two keywords:
e default — Sets the history size to the system
default
* maxsize — Sets the history size to the system
maximum
Restrictions
None
Examples

ssr# system set history size 100

Sets the history buffer size to 100 commands.
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cli set terminal

Purpose

Format

Mode

Description

Parameters

Restrictions

Examples

Modify current session’s terminal settings.

cli set terminal [columns <num?> [rows <num3|

User

Thecli set terminal command lets you modify the terminal screen size of the
current session. By telling the system the number of rows available on your terminal,
the system will automatically pause when screen output fills the entire screen.

columns Number of columns for your terminal. Minimum ac-
ceptable value is 20.

rows Number of rows for your terminal. The default row
size is 25. To prevent output from pausing after one
screenful, set the value to 0.

None

ssr# system set terminal rows 50

Sets the number of rows to 50 lines.
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cli show history

Purpose
Display the command history from the current CLI session.
Format
cli show history
Mode
User
Description
Thecli show history command shows the commands you have issued during the
current CLI session. A number is associated with each command. A command’s
number is useful for re-entering, modifying, or negating the command.
Note: You also can perform a command history recall by entéringt any com-
mand prompt.
Parameters
None.
Restrictions
None
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cli show terminal

Purpose
Display information about the current terminal settings.
Format
cli show terminal
Mode
User
Description
Thecli show terminal command shows information about the terminal settings.
The terminal settings affect the display characteristics of your CLI session.
Parameters
None.
Restrictions
None.
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Chapter 6 configure Command

Theconfigure  command places the CLI session in Configure mode. Configure
mode allows you to set and change SSR parameters.

Purpose
Enter the CL